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To-Increase is a global SaaS provider that offers ISV solutions
across multiple Microsoft D365 business applications, excelling at
innovation over the years. With a product portfolio that consists of
multiple top-level solutions, To-Increase enables its customers to
take their businesses to the next level in terms of productivity,
security, connectivity etc.

Unlock my potential with a free consultation

The challenge
Challenge 1
One area To-Increase focuses on is Master Data Management in Microsoft D365 Finance & Operations (F&O). Every company wants to keep their data
secure, clean and consistent, especially when they are in a multi-company scenario. To address their needs, To-Increase has come up with a Master
Data Management suite that consists of 4 ISV products covering the following areas:

Data entry - Data Entry
Workﬂow

Data integrity - Data Quality
Studio

Data security - Dynamic Field
Security

Data distribution - Master Data
Management (BIS)

When our collaboration with To-Increase started, two of the products listed above, Master Data Management and Data Quality Studio, were already
developed and available for customers to use. We began working on the remainder, starting with the Data Entry Workﬂow.
For this particular product, the challenge was to build a product that would enable users to deﬁne or edit their master data (customers, vendors’
products etc.) in a completely different manner compared to standard D365 F&O. Some of the features that the solution was required to include are:
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To allow customers to
dynamically deﬁne what ﬁelds
they want to ﬁll in.

To allow the data entry to be
performed in multiple steps.

To enable multi-user
cooperation on the same record.

To enable the option for a
supervisor to approve the data
before saving it in the database.

Challenge 2
Another area To-Increase is working on is Security Management in
Microsoft D365 F&O. In the digital and technological era, one of the most
important aspects is the security and compliance function. Information
has always been and will continue to be a major pillar of the industry. This
justiﬁes why, at a business level, there is a high risk of malicious use and
theft of internal data within a company’s system, which can lead to a
deterioration of customer and vendor relationships and ﬁnancial loss or
even worse.

Often, there is either a lack of in-house security management skills or the
ERP system was not conﬁgured to the right level of security during the
implementation stage, which leaves the data at risk. As we’re living in a
constantly changing world, various challenges are coming to light all the
time, such as changes to the regulatory requirements (GDPR), trend-driven
business behaviour changes, an increase in regulatory inquiries, etc.

In order to address these challenges, we came up with a solution that matches the
employee action with the available roles in the system and also allows the user to
ﬁne-tune the preferred and most affordable user licenee. It helps to protect
sensitive data and ensures employees have access only to what is needed to
perform their job in the best possible way. Thus data misuse, fraud, and other
mistakes are prevented - in other words, it is a secure and compliant solution.
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In order to achieve this, To-Increase implemented a Security and Compliance Studio solution that is covering the
following areas:

Security development

D365FO licensing maintenance

IT Audit

User management

At the beginning of our partnership with To-Increase, the solution was developed on AX2012 and was handling the
security development part. The challenge was to move and redesign the product on D365 F&O where the security and the
license frameworks are completely different compared to AX2012.

The solution
Solution 1
To address all of the challenges and functional requirements, we worked closely with To-Increase’s consultants to come
up with a solution that has 3 main components:

01 Design

02

Conﬁgure the data entry
workﬂow templates and
maintain versions

For business users to create,
contribute to and approve
master and reference data

03

Operation

Monitoring

Manage the data entry
instances, ﬁx runtime issues
and perform (change) audits

Solution 2
We also built a reworked, improved and more reliable solution that is compliant with D365 F&O and covers all the
requirements.
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Software features
Solution 1 - Design
Data entry workﬂow templates can be created and supported with
version management. The designer can manage the steps and for each
one, they can maintain the ﬁeld groups, ﬁelds, user assignments and
several other properties.

To avoid the need for deep technical knowledge of the data model, the
designers can use a form recording option to select the ﬁelds to be used
on the template steps from the original forms.

In the template, the user can set up several dynamic form options to let the
application show the available alternatives, to create or update the data, starting
from the original forms. In certain scenarios, the recorder option is not sufﬁcient.

Then there is the option to maintain template documents manually, which is the
interface between the data entry solution and the Dynamics 365 data model. We
will enhance the solution in the future to limit the number of instances where
manual updates in the workﬂow documents are required.

Workﬂow templates can be deployed to other environments via export and import
features or version management via an Azure storage account. This would require a
storage account on the customer’s Microsoft Azure tenant and will be a recurring
monthly cost.

Operation
Business users can start creating new data or updating the existing one - the data entry
will be presented in various steps in dialog-type forms. Users can complete the step at
once, save the changes and continue later or assign the completion to other colleagues.

Out of the box, there is a Data Quality Studio integration, another form solution part of
To-Increase’s MDM Suite, which can validate data entered by users or autoﬁll certain
ﬁelds, all based on the conﬁguration. All data entered by users will be kept in a staging
environment until the workﬂow is completed, or based on the selected setting, it will be
copied upon the execution of a particular step.

An approver can review the entry and provide per ﬁeld comments if incorrect data is
identiﬁed. A change request will be assigned to the user who completed the step where
the wrong data was entered. To meet SOX and GxP requirements, it is not possible to
change data on approval steps.

Based on the scenario, a workﬂow can be approved, delegated to another user or rejected.
In the workﬂow template, the workﬂow step is not required and can also be placed before
the last stage.

Monitoring
It is possible to monitor the workﬂow for progress or check if there are any errors. The status and availability of the master data record will also be
provided by the system.

All saved values will be stored in the ﬁeld values table. The user can track changes in case of updates of existing records and modiﬁcations
of the ﬁeld on the same or a different step. In the case of workﬂow instances running in an error state, it is possible to reopen a step or
delete the workﬂow instance.

Solution 2 - Security development
To develop security roles, we came up with two different approaches: simple
and complex. For the simple approach, we created wizard-type forms that
allow the end-user to either easily create roles from scratch or start with an
existing role as a base and build upon it. This approach is simple to understand
and easy to complete, regardless of the user’s experience with security.

In the wizard steps, the user can easily pick the components of the role they want to have.
What’s more, at the end, they can also select the maximum license level they want for the new
role, in order to manage the costs generated by the users.

The complex approach is addressed to advanced security users and consists of two steps.
The ﬁrst step is to create a task recording going through all the parts of the system that the
future roles need access to. The second step is based on the result of the task recording and
it will provide the user with information on existing roles in the system that already have full or
partial access to what they want to achieve and following that, they can decide how to create
the next role.

This stage of the process will provide plenty of information that can be easily analyzed to help
the user make the best decision in regards to how to optimize the security roles, starting from
the lowest level of security (ﬁelds and tables access) to the license management, user
restrictions etc.

Maintaining D365FO licensing
The Security and Compliance Studio gives users a smooth experience when it comes to security overview and management. One of the
issues that we had to address are user licensing tracking and cost efﬁciency improvement. We decided that the ‘Security explorer’ would be
the best solution in this scenario.

Security Explorer is a graphical browser that we developed in order to view and navigate across the complete security setup, which includes
all the users, roles, privileges, duties and entry points, along with the relations between them. Any element can be pinned and then the whole
page pivoted on it. The default view shows the complete information on the security conﬁguration. The pinned view displays a linked layout
where any security object can be drilled up or down.

For example, this view can be used if a role needs to be examined, in order to identify what forms, tables, entry points, etc. it gives access to,
what licenses it is using and which users are assigned to it. The user can see what items consume higher licenses and then modify or create
a new role to optimize the license-consuming costs as much as possible. We also have a neat workspace developed especially for license
monitoring that provides all the necessary information.

IT Audit
The Security and Compliance Studio has the capability to keep track of multiple securityrelated activities, including security changes that can happen with or without the owner’s
consent. For this functionality, we managed to analyse and identify all the places where the
security setup can be modiﬁed and we added triggers that will engage the audit log to capture
and save that particular activity. The log can save different event types (up to 30+ events),
along with user modiﬁcations, role modiﬁcations, sensitive data, user role assignments or
removals and many more.

In order to provide insightful information that is easy to read and understand, we created an
entire workspace dedicated to the form where users can analyze and keep track of all the
security changes. Here we can include tools like charts, different views and categories,
reports, etc.
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Tools

D365 Finance & Operations

Visual Studio

Azure DevOps

What they had to say about us
Martijn Botje
Release Director

"

"During the almost 5 years we’ve been partners, Falcon was able to strengthen and support To-Increase in developing and maintaining our F&O products,
while also working alongside our technical solution architects and developers to create new functionalities. Falcon’s specialists are fully integrated into our
team and we consider them as part of our “family” at this point. Their long-term commitment and knowledge of D365 F&O, paired with the availability of
resources on other platforms, such as .NET and HTML, set them apart and we can deﬁnitely vouch for their high-quality services. In addition, another
important asset is their ability to lend us the same developers quarter after quarter, so we can rely on having them in our teams and not be required to train
new people regularly."
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